Don't Give Out Personal Information

Avoid online phishing attempts by
keeping your personal information '
private. Don't give out your eSchool

username and password to anyone. 1 _u
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Create Complex Passwords
The school will send you a unique
password to your registered phone
number when your account is created.
You may change it anytime to protect

your information..
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Linked to Google Workspace \‘
The school merged Pioneers services with /
Google Workspace to provide students
with a place to store their files securely. Go ~—~
to your account every week to check your
account activities and report anything you

. find suspicious.

Pioneers Messaging Service

The Pioneers messaging system does not
allow students or parents to email each
other. The only communication paths are
from Teachers/Admins to Students/Parents
and Parents to Teachers/Adm

Auto-update
Pioneers is always automatically
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updating its platform to make sure it r

follows the latest security guidelines.

Always update your computer to the
latest software.

¢ Monitor App Permissions
The Pioneers ZSIS app does not ask for
4 permission to access photos and other PY
personal information. Stay informed so you
aren't sharing anything you don't want to.
Be Cautious with Public Wifi 2
Be careful when you use public wifi. A

When accessing public networks,
anyone can use unsecured networks
to distribute malware and access
private information.




